TAKLIMAT TATACARA ENKRIPSI/DEKRIPSI
DOKUMEN DIGITAL YANG MENGANDUNGI
AU MAKLUMAT SENSITIF




OBJEKTIF

e Peserta dapat mengetahui kaedah untuk memelihare
data digital dengan selamat.
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Serangan e-mel jadi pilihan utama
penyerang siber di Malaysia pada
2016

[ Mei 05, 2017 2219 MYT n u

KUALA LUMPUR: Serangan e-mel
merupakan senjata paling digemari para
penyerang siber di Malaysia tahun lepas.

Memetik trend serangan siber pada 2016
vang dikeluarkan Laporan Ancaman
Keselamatan Internet Symantec (ISTR)
Jilid 22, Pengarah Systerns Engineering
Malaysia David Rajoo berkata dapatan
terbaru menunjukkan bahawa satu
mudah untuk Mmemancing mangsa supaya daripada setiap 131 e-mel yang dihantar
r“er“t:uukg Iar“_“pirar‘_ r.“er“.gikl_r.i pautan atau kepada pengguna mengandungi pautan
memberi butiran peribadi mereka . o

atau lampiran berniat jahat.

'Statistik terkini membayangkan bahawa kadar e-mel berniat jahat di negara ini
meningkat empat kali ganda dalam tempoh setahun, di mana satu daripada
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CONTOH SERANGAN SIBER

WannaCry Ransomware Attack
Patch for Unsupported Windows (Apply Now)

INDIVIDUAL [HOME]

USER ID dan PIN
Internet Banking dapat
diperoleh pada saat
Anda melakukan
Registrasi Intemet
melalui ATM BCA. Untuk
informasi lebih lanjut
hubungi Halo BCA
500888 atau (021)

500888 via ponsel.

HOW TO GET STARTED:
To start using BCA
Internet Banking, You
must first register
through any BCA ATM,
For further information,
please contact Halo BCA
500888 or (021) 500888
via mobile phone.

PRIVACY POLICY

Silakan memasukkan USER ID Anda

Please enter Your USER ID

|

Silakan memasukkan PIN Internet Banking Anda

cybertrust
extended validation
secured web site

Please enter Your Internet Banking PIN

Catatan: - Anda harus menggunakan 'KeyBCA' setiap kali Anda melakukan transaksi
finansial,
- Situs ini hanya dapat ditampilkan dengan menggunakan Internet Explorer
ver, 6,0 keatas,

Notes : - You have to use 'KeyBCA' to do financial transaction,
- This site can be viewed only with Internet Explorer ver, 6,0 and above,

Powered by @m 3r0r cOde | PasuruanCyber




DEFINASI

w Enkripsiadalahsatukaedahbagimemeliharadata, di
manadataasal(plain text)akanditukar ke dalambentuk

| data yangsukardifahami(cipher text)dengan

menggunakamlgoritmaenkripsi Katalaluanadalahperlu

bagimembukadan membacdail yangtelahdi enkrip.

w Proseauntuk mengambilmaklumatyangdi enkripsi
menggunakarkod atau kekunciyangbetul




PERATURAN PENGGUNAAN
EMEL RASMI

6.13 Untuk memastikan
keselamatan dokumen
rahsia rasmi dan
maklumat

terperingkat tidak
digalakkan menghantar
menggunakan e-mel .




MENGAPA?
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AN BAIK PENGUKUHAN KESELAMATAN

Katalaluanharus
dimaklumkansecara
bersaingarkepadapenerima
fail yangdi enkrip Prosedur
Enkripsi
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1.Microsoft Office 2003

Options

DUAN / TATACARA ENKRIPSI FAIL

PIX]

V.

Bukadokumen(.doc, xls, Jppt)
yanghendakdi enkrip.
Klikpadamenu Toolgli bahagian
atasdokumen
KlikpadapilihanOptionsdan
kemudianklik padamenu Security
Masukkarkatalaluanpada
ruangan

a. Password to open

b. Password to modify

v. KlikOK.

i User Information ~ Compatibiiity i File Locations ‘
Yiew Gegeral Edit _ Print Save |
Security Speling & Grammar Track Changes 1

File encryption options For this document

Password to open: |

| advanced... I

File sharing options for this document

Password to modify:

[[] read-only recommended
| Digital Signatures... | | Brotect Document... |

Privacy options
[] remove personal information from fie properties on save

[] warn before printing, saving or sending a file that contains tracked
changes or comments

Store random number ko improve merge accuracy
Make hidden markup visible when opening or saving

Macro security

Adjust the security level for opening files that might
contain macro viruses and specify the names of
trusted macro developers.

| Macro Security... |

[ OK ][ Cancel ]




1.Microsoft Office 2003

vi. Taipkanpassword to opersekali
lagisebagapengesaharkata
laluanyangtelah dipilih danklik

Confirm Password [‘g]

Reenter password to open:

[

| |
Caution: If you lose or forget the password, it cannot be
recovered, (Remember that passwords are case sensitive.)

OK I oK [ Cancel ]
vil. Taipkanpassword to modifysekali

lagisebagapengesaharkatalaluan
yangtelah dipilih danklik OK.

Reenter password to modify:

[

| |
Caution: If you lose or Forget the password, it cannot be
recovered. (Remember that passwords are case sensitive.)

I OK J [ Cancel ]




1.Microsoft Office 2003

vi. Taipkanpassword to opersekali
lagisebagapengesaharkata
laluanyangtelah dipilih danklik

Confirm Password [‘g]

Reenter password to open:

[

| |
Caution: If you lose or forget the password, it cannot be
recovered, (Remember that passwords are case sensitive.)

OK I oK [ Cancel ]
vil. Taipkanpassword to modifysekali

lagisebagapengesaharkatalaluan
yangtelah dipilih danklik OK.

Reenter password to modify:

[

| |
Caution: If you lose or Forget the password, it cannot be
recovered. (Remember that passwords are case sensitive.)

I OK J [ Cancel ]




MS WORD 2003

I.  Bukadokumendankotak
passwordakandipaparkan
Ii. Masukkarkatalaluanyangdiberi S’?{a'o%‘iﬁi”ﬂ:’m;'immm
olen pemunyadokumen “’ ‘ |
danklik OK.
iii. klik Read Onlgekiranydail hanya = s
untuk di baca
Iv. Untukpindaan taipkankatalaluan| | ™ == reeredty e mas
bagimodify faildanklik OK. Enter password to modfy, or open read only.
v. Dokumendi enkripakandibuka g | |
Cox ] [Cconcel ]




“ PANDUAN / TATACARA ENKRIPSI FAIL

2.Microsoft Office 2007

i.  Bukadokumen(.docx XxIsx pptX) General Options ?)X]
yanghendakdienkrip. Genersl Options |

i. KlikWv dzA O1 ! O0Saa ¢ fpomeei i |

”I KIIkLIJ{ I @ S I é‘ Q q) File sharing options For this document

Iv. Iv.KIikW ¢ 2 @ahkamudianklik pada Password to modfy: |

WDSYSNIf hLIGAZ2Y & Cresobecomm

[ Protect Document, .. ]

v. Masukkarkatalaluanpada —
ruangan e e ety e | [Mizomortyi]

trusted macro developers.,

1.Password to open
2. Password to modify
vi. KlikOK.
vii. Taipkanpassword to opersekall
lagisebagapengesaharkatalaluan
yangtelah dipilih danklik OK. C o [ conce |




PANDUAN / TATACARA ENKRIPSI FAIL

2.Microsoft Office 2007

Confirm Password @

Reenter Qassword to open:

(i |

Caution: If you lose or forget the d, it kb .
r:c%v%?ed. (‘ao:menb: tl?:at passwgra;sgg casgzzgzitiv:.) Vill. Tal P kar’p assword to

= e modify sekalilagisebagai
Confirm Password @ pengesahafkata|a|uan
Retre o ey yangtelah dipilih danklik
| | OK.

Caution: Password to modify is not a security feature, This
document Is protected From unintentional editing, However,

the document is not encrypted. Maliclous users can edit the
file and remove the password.

oK Cancel




Microsoft Office 2007

V.

V.

Bukadokumendankotak password
akandipaparkan
Masukkarkatalaluanyangdiberi
olenh pemunyadokumendanklik OK.
klik Read Onlgekiranydail hanya
untuk di baca
Untuk pindaan taipkankatalaluan
bagimodify faildanklik OK.

Dokumen di enkrip akan dibuka.

MS WORD 2007

Password
Enter password to open file
D:\MOF\Unit Keselamatan ICT\nota\test,doc :
| |
oK [ Cancel ]
Password rzl

'‘test enrypt brl' is reserved by mazira.mujail

Enter password to modify, or open read only.
Password:

|

[ Read Only OK [ Cancel

J




3. Microsoft Office 2010

V.

Bukadokumen(.docx Xxlsx
pptx) yang hendakdienkrip.

Klikpadamenu Filedi bahagian

atas

dokumen
KlikpadapilihanInfo dan
kemudian klik padaProtect
Document.

KIkP9 y ONEB LIG o A

(

DUAN / TATACARA ENKRIPSI FAIL

File Home Insert Page Layout References Mailings Review View Add-Ins POF
i Save . ey
e Information about Enkripsi Ms 2010
L Save As
D:\MOF\Kerja\Unit Keselamatan ICT\nota\Enkripsi Ms 2010.docx
&7 Open
[ Close . R
‘ - Permissions
&B) Anyone can open, copy, and change any part of this document,

Protect

Recent Deocument
- Mark as Final
; N a
New .; Let readers know the document is final
and make it read-only,
priﬂt Jf_‘ J Encrypt with Password that it contains
1 Require a password to open this sthor's name

Save & Send dacmh

% Restrict Editing
Help 1) Control what types of changes people

tan make to this document.

-_! Options Add a Digital Signature

h Ensure the integrity of the document ins of this file.

8 Exit by adding an invisible digital signature,
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DUAN / TATACARA ENKRIPSI FAIL

3. Microsoft Office 2010

Encrypt Document @@

Encrypt the contents of this file

Password:
[ I

Caution: If you lose or forget the password, it cannot be
recovered, It is advisable to keep 2 Iist of passwords and

v. Masukkarkatalaluanpada

ruangan
their corresponding document names in a safe place.

LIJt I é- é é 2 N\]\Q Q CD (Remember that passwords are case-sensitive.)
Vi. KIIkOK- f OK ] [ Cancel ]
vii. Taipkarkatalaluansekalilagi

Confirm Password @

sebagapengesaharkata Encrypt the contents of ths fie
laluanyangtelah dipilih dan T |
klik OK. it ol Sl o e b

their corresponding document names n a safe place.
{(Remember that passwords are case-sensitive.)

viii. Dokumenyangtelahdi enkrip -
akandipaparkanpadamenu o J [ cencel ]

File Infosepertiberikut qn | Permissions |
-lilj (af A password is required to open this document.
Protect

Document =




BAN MODIFY DOKUMEN ENKRIPS|

MS WORD 2010
Microsoft Office 2010

I. Bukadokumendankotak password
akandipaparkan

Ii. Masukkarkatalaluanyangdiberioleh Enter password to open fie
pemunyadokumendanklik OK. Di\...\nota|Enkripsi Ms 2010.docx

iii. Dokumendi enkrip akandibuka [ |

Iv. Untuk pindaankatalaluan ulang

langkahsamasepertiyangdinyatakan
di EnkripDokumen

Password

| oK Cancel |
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DUAN / TATACARA ENKRIPSI FAIL

4. Adobe Acrobat Reader emmmmmmmmy

I. Bukadokumen.pdf yang
hendakdienkrip.

i. PiihY Sy dz 6! R

iii. PilihY Sy dz a{ S

iv.Klika { K2 { SO
t N2 LISNU A Sa&é




4. Adobe Acrobat Reader

v. PilihGG I 6
VI.

G { S OdzN,
Klikpilihanenkripsipada
arahané { S OdzNR G &
vii. Pilihadt | &4 6 2 NR
viil. Tandak padamenu
WwSlj dzA NB |t
hLlISy G4KS 520
aSRIyYy W52 0dzY
t | & & cakandiRidifkan

I

U Q

Document Properties

ful':L&s»cirriEt_io_nJ Security liog!:s | Initial View | Custom | Advanced |

Document Security

restrictions, set the Security Method to No Security,

Security Method: i[No Sécurity

The document's Security Method restricts what can be done to the document. To remove security

V| Change Sattings..

Mo Security
Can be Opened by:

Certificate Security
Adobe LiveCycle Rights Management

Document Restrictions Summary
Printing:  Allowed

Changing the Document:  Allowed

Document Assembly:  Allowed
Content Copying:  Allowed
Content Copying for Accessibility:  Allowed
Page Extraction: Allowed
Commenting:  Allowed
Filling of Form fields:  Allowed
Signing:  Allowed

Creation of Template Pages: Allowed

] [ Cancel

]




4. Adobe Acrobat Reader

IX. Masukkarkatalaluan

Password Security - Settings

LatoTy (1SR A\ crobat 5.0 and later

Encryption Level: 128-bit RC4
Select Document Components to Encrypt
() Encrypt all document contents

L andy He attachmerts (Acrobat 7 and later compatible)

i) Al cornents of the document wil be encrypted and search engines will not be able to access the document's metadata,

[“Irequire a password to open the document

Document Open Password: I
\i/ Mo password will be required to open this document,
Permissions

[(IRestrict editing and printing of the document. A password wil be required in order to changs these permission settings.

Change Permissions Password: |

[OK ][Cancel]




DUAN / TATACARA ENKRIPSI FAIL

Password Security - Settings

4. Adobe Acrobat Reader T

Encryption Level: 128-bit RC4
Select Document Components to Encrypt

(%) Encrypt all document contents

X. Taipkan kata laluan yanh
berkenaan sekali lagi b&
tujuan pengesahan. A ==

Xi. KlikOK. AT R

Permissions

j/ Al contents of the document wil be encrypted and search engines will pot be able to access the document's metadata.

Requre a password to open the document

[T Restrict editing and printing of the document, A passward will be required in ceder to change these permission settings.

Change Permissions Password: I
Adobe Acrobat - Confirm Document Open Password
' Please confirm the Document Open Password, Be sure to make a note of the password, It 2
5 will be required to open the document,
- (o ] (e ]

Document Open Pagsword:

[ OK ] [ Cancel ]
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AN MODIFY DOKUMEN ENKRIPSI

ACROBAT READER
Adobe Acrobat Reader

l. Buka dokumen dan kotak
password akan dipaparkan.

li.  Masukkan kata laluan dan klik OK.

lii. Dokumen di enkrip akan dibuka.

Password @

'i 'KESELAMATAN ICT.pdf' is protected, Please enter a Document Open Password,
L

Enter Password: [

[ OK ] [ Cancel ]
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‘ NDUAN / TATACARA ENKRIPSI FAIL

UA

5. Winrar

Windows

I.  Downloadaplikasiencipher.it di
https://encipher.it/download
danrun aplikasttersebut

.exe installer

32-bit and 64-bit



https://encipher.it/download

5. Winrar

Send to file .zijxe Encipheres
Container

DUAN / TATACARA ENKRIPSI FAIL

Explore
B Extract files...
B Extrack Here

Cpen Wikh
TextPad
E-rnail with ahoo!

B Extract to slidemodel-fres-templates-bundle!
o &F Scan with Panda Endpoint Protection Plus

Cuk
Copy

Create Sharkouk
Delete
Renarne

Properties

slidemodel-fre
e-templates-b
undle.zip

@ Desktop (create shortout)

[ Encphered Container
) Mail Recipient

E} My Documents

E—-] Teamviewer

E TextPad

& WiInSCP (Far upload)

J4 314 Floppy (A1)

b DYD-RAM Drive (D)

e ~oginacs (F1)




DUAN / TATACARA ENKRIPSI FAIL

5. Winrar

lii. Masukkarpassworddansave
to file

Enter the encryption password

Encryption Password L4

Effective key length

PGP compatible

‘ _ Share online for
WA Save ToFile 1 year 3




Save in: Ib enkripzi LI = cf B~

Q @J 2569_ProkectYourDatawithBitLocker G5 Windows?_External,docx
4 @J 6522 _Prokecting_wour_dakta_with_windows_10_BitLocker, docx
My Recent B 25162000.:s

Documents B MasUK LAMAN WEE.zip

@ @ my File,zip
' ] TakLIMAT EMKRIPSI. ppt

'@]tatacara enkrip_dekrip skoran luaran. pdf

Save

—
Q Filz name: rnl,I file

by M etwork: Sawve az lype: le'«ll Files
Flaces

Lef Lo

-
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NDUAN / TATACARA ENKRIPSI FAIL

5. Winrar

iv. Enkripsberjaya

Enciphered!

Send to Gmail Copy




AN MODIFY DOKUMEN ENKRIPSI
ACROBAT READER

Winrar

v. Tekan decypt file dan buka dokumen yang hendak di
enkrip

File: slidemodel-free-templates-bundle.zip, 9.83 Mb [(application/zip)

Open E]

Loak in: |L'f) enkripsi j ek ER-

E""_]2569_ProtectVourDatawithBitLockBr_GS_Windows?_Extemal.docx
E""‘JEv822_Pr|:|t|3|:ting_y'uur_l:leuteu_witl‘l_Wiru:h:u.v\ls_1D_BitLUcker.\:hjcx
B 25162000, s
EM»\:\SUK LAMAN WEE. zip
my file,safe
my file.zip
@ TAKLIMAT EMNERIFSI.ppt
tatacara enkrip_dekrip storan luaran.pdf

‘F—% File name: | j Open |
[=]

My Metwork  Files of type: [ i1 Files
Places

Cancel

[~ Open as read-only

a Cecrypt file m Advanced ﬂ



ot WOSS®

DAN MODIFY DOKUMEN ENKRIPSI
ACROBAT READER

Winrar

vi. Masukkan password dan tekan decrypt

Decipher It

Enter the decryption <




TERIMA KASIH



